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SMS TELEPHONY eec

_Android devices can send and receive
messages to or from any other phone that
supports Short Message Service (SMS).

We can add code to our app to:

1. Launch an SMS messaging app from our
app to handle all SMS communication.

2. Send an SMS message from within our app.
3. Recelve SMS messages in our app.



Sending and Recelving SMS See
Messages

App need the user's permission to directly use SMS
features.

Use an implicit Intent to launch a messaging app such as
Messenger, with the ACTION_SENDTO action.

Send the SMS message using the sendTextMessage()
method or other methods of the SmsManager class.

To receive SMS messages, the best practice is to use the
onReceive() method of the BroadcastReceiver.

Our app receives SMS messages by listening for the
SMS RECEIVED_ACTION broadcast.

PDU (Protocol Data Unit) contains not only the SMS
message, but also metadata about the SMS message,
such as text encoding, the sender, SMS service center
address, and much more.




SMS Example

SMS Example



programs/sms/sms_java.txt
programs/sms/sms_xml.txt
programs/sms/sms_Manifest.txt

ANDROID SECURITY MODEL |2

. Android Is a multi-process system, in which each
application (and parts of the system) runs in its
own process.

Most security between applications and the
system is enforced at the process level through
standard Linux facilities, such as user and group
IDs that are assigned to applications.

. Additional finer-grained security features are
provided through a nper:
enforces restrictions on the specific operations
that a particular process can perform, and per-

URI permissions for granting ad-hoc access to
specific pieces of data.




. Android application has been signed with a
certificate with a private key Know the owner
of the application is unique. This allows the
author of The application will be identified if
needed

. When an application is installed in The phone
IS assigned a user ID, thus avoiding it from

affecting it Other applications by creating a
sandbox for It.



. The protection level affects whether runtime
permission requests are required. There are
three protection levels that affect third-party

apps: normal, signature and dangerous
permissions



Android Threat o

1. Leaking Information to Logs

Android provides centralized logging via the Log
APl , which can displ ayec
command.

2. SDcard Use

Any application that has access to read or write
data on the Sdcard

3. Wifi Sniffing
This may disrupt the data being transmitted from

A device like many web sites and applications
does not have security measures strict security
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Declaring and Using Permissions

Permission Approval

An app must publicize the permissions it requires by
Including tags in the app manifest.

Request Prompts for Dangerous Permissions

Android asks the user to grant dangerous permissions
depends on the version of Android running on the
user's device

Runtime Requests

If the device is running Android 6.0 (APl level 23) or
higher, and the app's targetSdkVersion is 23 or
higher, the user isn't notified of any app permissions
at install time.

Our app must ask the user to grant the dangerous
permissions at runtime.



Request prompts to Access Sensitive user
nformation:

Permissions for Optional Hardware Features




Permission Enforcement

Permissions aren't only for requesting system
functionality.

. Services provided by apps can enforce
custom permissions to restrict who can use
them.

~ Service Permission Enforcement:

Permissions applied using the android:permission
attribute to the tag in the manifest restrict who can
start or bind to the associated Service.



Broadcast Permission Enforcement

Permissions applied using the android:permission
attribute to the tag restrict who can send
broadcasts to the associated BroadcastRecelver.

Content Provider Permission Enforcement

Permissions applied using the android:permission
attribute to the tag restrict who can access the
data in a ContentProvider,

URI Permissions

Use fine-grained permissions are declare our
app's support for it with the
android:grantUriPermissions attribute or tag.



Protection Levels

1. Normal Permissions
2. Signature Permissions
3. Dangerous Permissions



Permission Groups +

. Permissions are organized into groups
related to a device's capabilities or features.

. Under this system, permission requests are
nandled at the group level and a single
permission group corresponds to several
permission declarations in the app manifest

. For example, the SMS group includes both
the READ SMS and the RECEIVE_SMS
declarations.




Using Custom Permission :

App Signing
User IDs and File Access
Defining and Enforcing Permissions

5

5

<manifest
xmlns:android="http://schemas.android.com/apk/res/android"”
package="com.example.myapp"> <permission

android:name="com.example.myapp.permission.DEADLY ACTIVITY"
android:label="@string/permlab _deadlyActivity"
android:description="@string/permdesc_deadlyActivity"
android:permissionGroup="android.permission-group.COST_MONEY"
android:protectionLevel="dangerous" />

</manifest>



APPLICATION DEPLOYMENT

. Publishing is the general process that makes
our Android applications available to users.
When we publish an Android application we
perform two main tasks

We prepare the application for release
We release the application to users



Preparing Our App For Release| ::

1. Configuring our Application for Release

2. Building and Signing a Release Version of
Our Application

3. Testing the Release Version of Our
Application

4. Updating Application Resources for Release

5. Preparing Remote Servers and Services that
Our Application Depends on




Signing of Application

. Application signing allows developers to
identify the author of the application and to
update their application without creating
complicated interfaces and permissions.

. Every application that is run on the Android
platform must be signed by the developer.

. Applications that attempt to install without
being signed will be rejected by either Google

Play or the package installer on the Android
device.



APK Signing Schemes

1. vl Scheme: based on JAR signing

2. v2 Scheme: APK Signature Scheme v2,
which was introduced in Android 7.0.

3. v3 Scheme: APK Signature Scheme v3,
which was introduced in Android 9.




Deploying App on Google Play

Store

)



How to Upload Android Apps to Google Play Store.mp4

LOCATION BASED SERVICES
(LBSSs)




Creating the Project

Choose your project

Phone and Tablet Wesr 05 TY Android Auto Android Things

Geagle Maps Activity Login Activity

- 3
—_—

Scrolling Actwity Tabbed Activity

i
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Google Maps Activity

Creates a new activity with a Google Map

Configure your project

HMame

Ln:ul:lunba:nddm'lﬂ

com.zamplelocationbaseddemna

Save location
, De\Locationbaseddemo
Language
.Id'\l'd
Google Maps Activity Minimurn AM level APl 1% Android 40.3 | ceCreamSandwich)

i ] ¥our apg will run on approximatety 100% of devices.

Help me chopse
Creates a new activity with 2 Google Map __ This project will suppart instant apps
Use androide® artifacts




Getting the Maps API Key :

https://console. developers. google.com/project

= Google APls Q Q

& Manage resources CREATE PROJECT @ DELETE
Filter by name, ID, project number or label Cmate new project
Q = Google APls
API APIs & Services >  Dashboard
Library
& Billing Credentials
2 0

T Support

© 1AM & admin
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API APIs & Services Dashboard ENABLE APIS AND SERVICES P
<  Dashboard Enabled APIs and services \
Some APls and services are en tomatically
i Library -
Activity for the last howr
S X js Open Google Map API
| ak” i
\nP/I APls & Services =
Google Maps Android API Google Maps SDK for iOS
Google Google

«{»  Dashboard
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_ aps for your native iOS app.
OAuth consent screen Domain verification

Credentials
1 ——

m Library

Create credentlals ~ Delete
O Credentials

APl key

Identifies your project using a simple APl key to check quota and access. m
OAuth client ID U

Requests user consent so your app can access the user's | APl key created

Service account ker Use this key in your application by passing it with the key=API_KEY parameter
Enables server-to-server, app-level authentication using rc | v, xpiyey

AlzaSyCIg2Q1AFtINKHOg_bhIpds - 3|
HEIp me choose £\ Restrict your key 1o prevent unauthorised use in production.

Asks a few questions to help you decide which type of cr

o e armarsaasas sueg —awEnap e e

(auto created by

CLOSE  RESTRICT KEY




Dlsplaylng the Maps Sees

0-— Q% O r o-uawm o 3000 mapn ap 1 ..
i oew resources .
B B “resourcess
L ea P
Y Wres 1000; Before you run your application, you meed o Coogle Maps APY Aey.

the directions and press “Croate” ot the end

an/ 1 own/enabloapi hapl i owmaps_androtd_backeodiry TypeeCl IENT_SIDE_ANOROIT

DM 20102005006

GEarRRss put your Google Maps Api key

tarts with “Alaw* replace the “google_maps_hey

<string mames"google_meps_key” tesplateMergeStrategys"preserve”™ transletebles"false™>YOUR_KIY_WIRI</strisg>

<resources>
<l--
TODO: Before we run our application, we need a Google Maps API key.

To get one, follow this link, follow the directions and press "Create" at the end:

https://console.developers.google.com/flows/enableapirfapiid=maps_android_backend&keyType
=CLIENT_SIDE_ANDROID&r=8B:49:70:2A:08:F2:23:14:CF:Al1:FC:6F:6D:5B:60:3C:B6:85:98:F2%3Bcom

.example.abhishek.googlemaps

We can also add our credentials to an existing key, using these wvalues:

Package name:
BEB:49:70:2A:08:F2:23:14:CF:ALlL:FC:6F:6D:5B:68:3C:B6:85:98:F2

SHA-1 certificate fingerprint:
BB:49:70:2A:08:F2:23:14:CF:Al1:FC:6F:6D:5B:6@:3C:B6:85:98:F2

Alternatively, follow the directions here:
https: /M developers.google.com/maps/documentation/androidy/startiget-key

Once we have our key (it starts with "AIza"), replace the "google_maps_key"™
string in this file.

-—
<stringname="google_maps_key"templateMergeStrategy="preserve"translatable="false">ATzaSy
DWV2 xywS58rl5K6TskZyAKWMuhUDVg&e7 jgM< /string>
< Jresources >



¢?xml version="1.8" encoding="utt-8"7>

<fragment xmlns:android="http://schemas.android.com/apk/res/android”
xmlns:map="http://schemas.android.com/apk/res-auto”
xmlns:tools="http://schemas.android.com/tools"

android:id="@+id/map"
android:name="com.google.android.gms.maps.SupportMapFragment”
android:layout_width="match_parent”
android:layout_height="match_parent”

tools:context=".MapsActivity” />



import androidx.fragment.app.FragmentActivity;
import android.os.Bundle;
import com.google.android.gms.maps.CameraUpdateFactory;
import com.google.android.gms.maps.GoogleMap;
import com.google.android.gms.maps.0OnMapReadyCallback;
import com.google.android.gms.maps.SupportMapFragment;
import com.google.android.gms.maps.model.Latlng;
import com.google.android.gms.maps.model.MarkerOptions;
public class MapsActivityextends FragmentActivityimplements OnMapReadyCallback {
private GoogleMapmMap;
[@Override
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R. layout.activity_maps);
SupportMapFragmentmapFragment = (SupportMapFragment) getSupportFragmentManager(;
.findFragmentById(R.id.map) ;
mapFragment.getMapAsync(this);
¥
@Override

public void onMapReady(GoogleMapgoogleMap) {
mMap= googleMap;

LatLngsydney = new LatLng(-34, 151);
mMap . addMarker(new MarkerOptions().position(sydney).title("Marker in Sydney"));
mMap .moveCamera(CameralUpdateFactory.newlLatlng(sydney));

¥
}



<?xml version="1.8" encoding="utf-8"~7>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.example.locationdemo” >

<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION" />

<application

android:allowBackup="true"
android:icon="@mipmap/ic_launcher”
android:label="@string/app_name"
android:roundIcon="@mipmap/ic_launcher_round"”
android:supportsRtl="true"
android:theme="@style/AppTheme" >

<meta-data
android:name="com. google.android.geo.API_KEY"
android:value="AIzaSyABJ6evNQ52vaSRucu_sU7Tjpxvb433-9A" />

<activity
android:name=".MapsActivity"”
android:label="@string/title_activity_maps"> Phiippines

<intent-filter:> |
<action android:name="android.intent.action.MAIN" /> -

fanda Ses Papua New
ArafirsSea  Guinea

<category android:name="android.intent.category.LAUNC
</intent-filter:>

</activity> . A
</application> : '

</manifest> S Teete s

Zealand



Displaying the Zoom Control | ::::

<Relativelayoutxmlns:android="http://schemas.android.com/apk/res/android”
android: layout_width="fill parent”

android:layout_height="fill_parent™>

<com.google.
android:
android:
android:
android:
android:
android:

/>

android.maps.MapView

id="@+id/mapView"

layout_width="fill_parent”
layout_height="fill_parent”

enabled="true"

clickable="true"
apiKey="014sCTTyRmXTNo7k8DREHvEaLar2UmHGwnhZVHQ"

<LinearlLayoutandroid:id="@+id/zoom"

android:
android:
android:
android:

/>

layout_width="wrap_content”
layout_height="wrap_content”
layout_alignParentBottom="true"
layout_centerHorizontal="true"

</RelativelLayout>



public class MapsActivity extends MapActivity

{
MapViewmapView;
/** Called when the activity is first created. */
@override
public void onCreate(Bundle savedInstanceState)
{

super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mapView = (MapView) findViewById(R.id.mapView);
LinearLayoutzoomLayout = (LinearLayout)findViewById(R.1id.zoom);
View zoomView = mapView.getZoomControls();
zoomLayout.addView(zoomView,
newlLinearlLayout.LayoutParams(
LayoutParams .WRAP_CONTENT,
LayoutParams.WRAP_CONTENT) );
mapView.displayZoomControls(true);

¥

@override
protectedbooleanisRouteDisplayed() {

// TODO Auto-generated method stub
return false;




Navigating to a Specific Location| 32t
importcom.google.android.maps.GeoPoint; LayoutParans.WRAP_CONTENT));

importcom.google.android.maps.MapActivity;
importcom.google.android.maps.MapController;
importcom.google.android.maps.MapView;
importcom.google.android.maps.MapView.LayoutParams;
importandroid.os.Bundle;

importandroid.view.View;
importandroid.widget.LinearLayout;

public class MapsActivity extends MapActivity

{

mapView.displayZoomControls(true);
mc = mapView.getController();
String coordinates[] = {"1.352566087", "183.78921587"};
doublelat = Double.parseDouble(coordinates[@]);
doublelng = Double.parseDouble(coordinates[1]);
p = new GeoPoint(
(int) (lat * 1E6),
(int) (lng * 1E6));
mc.animateTo(p);
mc.setZoom(17);

. mapView.invalidate();
GeoPoint p; } i : S

/** Called when the activity is first created. */ —— :
@Overrlde Johor,Bahru ... //-,\
. ;‘{\/ ey Sampan

public void onCreate(Bundle savedInstanceState)

MapViewmapView;
MapController mc;

(@verride
protectedbooleanisRoutel

{ // TODO Auto-generat ™ L
super.onCreate(savedInstanceState); return false; = L ‘%35" ==
setContentView(R.layout.main); } S KN g Ang Mo K0 1 0
mapView = (MapView) findViewById(R.id.mapView); } R urong SR Boka Tuner i 0o
LinearLayoutzoomLayout = (LinearLayout)findViewById(R.id.zoom); | Pronee awwaau:.ﬁ,ﬁ,,¢nlii?”
View zoomView = mapView.getZoomControls(); o 3“::?:;:“gm;;me
zoomLayout .addView(zoomView, = -

newLinearLayout.LayoutParams( six

LayoutParams .WRAP_CONTENT, Google




Adding Markers



