
Security and Application 

Deployment 

 

 

Prof. Prasad Koyande 

Vidyalankar Polytechnic 



SMS TELEPHONY 

¸Android devices can send and receive 

messages to or from any other phone that 

supports Short Message Service (SMS). 

 

We can add code to our app to: 

1. Launch an SMS messaging app from our 

app to handle all SMS communication. 

 2. Send an SMS message from within our app. 

 3. Receive SMS messages in our app.  

  



Sending and Receiving SMS 

Messages 
¸ App need the user's permission to directly use SMS 

features. 

¸ Use an implicit Intent to launch a messaging app such as 

Messenger, with the ACTION_SENDTO action.  

¸ Send the SMS message using the sendTextMessage() 

method or other methods of the SmsManager class.  

¸ To receive SMS messages, the best practice is to use the 

onReceive() method of the BroadcastReceiver. 

¸ Our app receives SMS messages by listening for the 

SMS_RECEIVED_ACTION broadcast.  

¸ PDU (Protocol Data Unit) contains not only the SMS 

message, but also metadata about the SMS message, 

such as text encoding, the sender, SMS service center 

address, and much more.  

 



SMS Example 

Java File  

SMS Example  

Design File 

Manifest File 

programs/sms/sms_java.txt
programs/sms/sms_xml.txt
programs/sms/sms_Manifest.txt


ANDROID SECURITY MODEL  
¸ Android is a multi-process system, in which each 

application (and parts of the system) runs in its 

own process. 

¸ Most security between applications and the 

system is enforced at the process level through 

standard Linux facilities, such as user and group 

IDs that are assigned to applications.  

¸ Additional finer-grained security features are 

provided through a ñpermissionò mechanism that 

enforces restrictions on the specific operations 

that a particular process can perform, and per-

URI permissions for granting ad-hoc access to 

specific pieces of data.  



¸Android application has been signed with a 

certificate with a private key Know the owner 

of the application is unique. This allows the 

author of The application will be identified if 

needed 

¸When an application is installed in The phone 

is assigned a user ID, thus avoiding it from 

affecting it Other applications by creating a 

sandbox for it.  



¸ The protection level affects whether runtime 

permission requests are required. There are 

three protection levels that affect third-party 

apps: normal, signature and dangerous 

permissions 

 



Android Threat 

1. Leaking Information to Logs 

¸ Android provides centralized logging via the Log 

API, which can displayed with the ñlogcatò 

command. 

2. SDcard Use 

¸ Any application that has access to read or write 

data on the Sdcard 

3. Wifi Sniffing 

¸ This may disrupt the data being transmitted from 

A device like many web sites and applications 

does not have security measures strict security 

 

 



Declaring and Using Permissions 

¸ Permission Approval 

¸ An app must publicize the permissions it requires by 

including tags in the app manifest.  

¸ Request Prompts for Dangerous Permissions 

¸ Android asks the user to grant dangerous permissions 

depends on the version of Android running on the 

user's device 

¸ Runtime Requests 

¸ If the device is running Android 6.0 (API level 23) or 

higher, and the app's targetSdkVersion is 23 or 

higher, the user isn't notified of any app permissions 

at install time.  

¸ Our app must ask the user to grant the dangerous 

permissions at runtime.  



¸Request prompts to Access Sensitive user 

Information: 

¸Permissions for Optional Hardware Features 



Permission Enforcement 

¸Permissions aren't only for requesting system 

functionality.  

¸Services provided by apps can enforce 

custom permissions to restrict who can use 

them.  

¸Service Permission Enforcement: 

¸ Permissions applied using the android:permission 

attribute to the tag in the manifest restrict who can 

start or bind to the associated Service. 



¸Broadcast Permission Enforcement 

¸ Permissions applied using the android:permission 

attribute to the tag restrict who can send 

broadcasts to the associated BroadcastReceiver.  

¸Content Provider Permission Enforcement 

¸ Permissions applied using the android:permission 

attribute to the tag restrict who can access the 

data in a ContentProvider, 

¸URI Permissions 

¸ Use fine-grained permissions are declare our 

app's support for it with the 

android:grantUriPermissions attribute or tag.  



Protection Levels 

1. Normal Permissions 

2. Signature Permissions 

3. Dangerous Permissions 



Permission Groups 

¸Permissions are organized into groups 

related to a device's capabilities or features. 

¸Under this system, permission requests are 

handled at the group level and a single 

permission group corresponds to several 

permission declarations in the app manifest 

¸ For example, the SMS group includes both 

the READ_SMS and the RECEIVE_SMS 

declarations.  



Using Custom Permission 

¸App Signing 

¸User IDs and File Access 

¸Defining and Enforcing Permissions 

 



APPLICATION DEPLOYMENT 

¸Publishing is the general process that makes 

our Android applications available to users. 

When we publish an Android application we 

perform two main tasks 

1. We prepare the application for release 

2. We release the application to users 



Preparing Our App For Release 

1. Configuring our Application for Release 

2. Building and Signing a Release Version of 

Our Application 

3. Testing the Release Version of Our 

Application 

4. Updating Application Resources for Release 

5. Preparing Remote Servers and Services that 

Our Application Depends on 



Signing of Application  

¸Application signing allows developers to 

identify the author of the application and to 

update their application without creating 

complicated interfaces and permissions.  

¸Every application that is run on the Android 

platform must be signed by the developer.  

¸Applications that attempt to install without 

being signed will be rejected by either Google 

Play or the package installer on the Android 

device.  



APK Signing Schemes 

1. v1 Scheme: based on JAR signing 

2. v2 Scheme: APK Signature Scheme v2, 

which was introduced in Android 7.0. 

3. v3 Scheme: APK Signature Scheme v3, 

which was introduced in Android 9.  



Deploying App on Google Play 

Store 

Play Video 

How to Upload Android Apps to Google Play Store.mp4


LOCATION BASED SERVICES 

(LBSs) 



Creating the Project 



Getting the Maps API Key  

https://console. developers. google.com/project  

1 

2 

3 



4 

5 

6 

7 

8 



Displaying the Maps 





 





Displaying the Zoom Control 



 



Navigating to a Specific Location 



Adding Markers 


